
The Strategic Imperative for the Modern   
Campus: How Desktop-as-a-Service 
Future-Proofs the UK University   
Executive Summary   
The UK higher education (HE) sector stands at a critical juncture, navigating a perfect storm of 
systemic financial decline, escalating digital expectations from a new generation of students, 
and an unprecedented wave of sophisticated cyber threats. For university IT leaders, the 
mandate is clear yet daunting: deliver a superior, secure, and equitable digital experience with 
progressively constrained resources. The traditional model of managing vast, costly, and 
vulnerable physical desktop estates is no longer sustainable; it has become a strategic liability.   

This report presents a compelling business case for the adoption of Desktop-as-a-Service 
(DaaS) as a strategic response to these converging pressures. By centralising the desktop 
environment in the cloud and delivering it to any user on any device, DaaS offers a   
transformative path forward. Analysis of the latest data from the Office for Students (OfS), the 
UK Government, and leading industry analysts reveals that a DaaS model provides a 
multi-faceted solution uniquely suited to the challenges of the modern university.   

The key findings demonstrate that DaaS enables UK universities to:   

●​ Achieve Significant TCO Reduction: Radically lower capital expenditure by eliminating 
cyclical hardware refreshes and reduce operational costs related to IT labour, energy 
consumption, and endpoint management.   

●​ Enhance Cybersecurity Posture: Fundamentally mitigate risks from unmanaged 
personal devices (BYOD) by adopting a zero-trust security architecture that isolates 
university data from the endpoint, drastically reducing the attack surface in a sector 
where 91% of institutions report cyber breaches.   

●​ Deliver a Superior and Equitable Student Experience: Guarantee every student, 
regardless of their socioeconomic background or personal device's capability has access 
to all necessary applications—from standard productivity software to high-performance 
computing for STEM and creative arts.   

●​ Meet Institutional Sustainability Mandates: Make a tangible and quantifiable 
contribution to Environmental, Social, and Governance (ESG) goals by dramatically 
reducing energy consumption and e-waste.   

 

This report provides the verifiable data and strategic framework for UK university CIOs, 
Directors of IT, and Heads of Infrastructure to champion DaaS not merely as an IT upgrade, but 



as a foundational investment in the institution's future resilience, competitiveness, and 
sustainability.   

Part 1: The Tipping Point for UK University IT   
The current operational landscape for UK university IT departments is defined by a set of 
compounding and often contradictory pressures. The traditional approach to IT service delivery, 
architected around on-premises infrastructure and physical device management, is ill-equipped 
to handle the challenges of today’s academic world. This section validates the critical nature of 
these challenges, establishing an evidence-based case for urgent, transformative change.   

1.1 The Financial Squeeze   

The financial health of the UK higher education (HE) sector is in a precarious state, creating a 
powerful imperative for operational models that deliver profound cost efficiencies. According to 
the Office for Students (OfS), the sector is experiencing its third consecutive annual decline in 
finances. Based on data from 2023-24, the aggregate sector surplus has fallen by 37%, with a 
significant increase in the number of providers reporting an income and expenditure deficit.   
This trend is projected to worsen dramatically. The OfS predict that up to 72% of UK universities 
could be operating at a deficit by 2025/26, with a deeply concerning 40% of institutions 
potentially having fewer than 30 days of liquidity. This is not a cyclical downturn but a systemic 
financial crisis that demands a fundamental re-evaluation of all major operational expenditures, 
particularly capital-intensive areas like IT infrastructure.   

This severe financial pressure is colliding directly with rising expectations from the university's 
primary stakeholders: its students. A 2022/23 JISC survey of 27,131 respondents from 40 
different universities revealed that digital technology remains a top priority for institutional 
investment among students. When asked where they wanted their universities to invest, 35% of 
students prioritized upgrades to platforms and systems—the single most requested 
area—followed by provision of specialist software (25%) and more computers/devices (15%). 
Meanwhile, 71% of students reported being well-supported in accessing platforms and services 
off-campus, indicating high expectations for seamless digital access that universities must 
continue to meet. This creates a strategic chasm where IT leaders are tasked with delivering a 
more sophisticated, reliable, and flexible digital experience whilst their budgets face 
unprecedented strain. The challenge is no longer about incremental savings but about finding a 
new, more sustainable economic model for IT service delivery that can satisfy rising demand 
without commensurate budget increases.  

1.2 The Crushing Weight of Legacy Infrastructure   

The financial burden of maintaining a traditional, on-premises desktop environment extends far 
beyond the initial hardware purchase price. The Total Cost of Ownership (TCO) of a physical PC 
fleet includes significant and often underestimated indirect costs related to IT labour, energy, 
physical space, and ongoing support.   



An analysis of a typical physical computer lab provides a clear illustration. A modest 125-PC lab, 
when factoring in a regular hardware refresh cycle, a break/fix budget, and the salaries of just 
two full-time IT staff members dedicated to imaging, deployment, and support, can easily incur 
an annual TCO of over £200,000. When scaled across a university managing thousands of 
endpoints in libraries, open-access areas, and specialised labs, these costs become a major line 
item in the institutional budget.   

For specialised disciplines requiring High-Performance Computing (HPC) — such as 
engineering, data science, or media production — the costs are even more substantial. An 
indicative five-year TCO model for an on-premises supercomputer shows that the initial 
hardware purchase accounts for only 66% of the total cost. The remaining 34% is consumed by 
ancillary operational overheads, including data centre space (13%) and specialist staff salaries 
(16%).   

A significant portion of this cost is tied to the immense IT staff time required for endpoint 
management. This includes routine but time-consuming tasks like deploying operating system 
and application updates, patching security vulnerabilities, enforcing policies, and providing 
remote support to a distributed user base. A case study at the University of Kentucky, which 
modernised its approach to device lifecycle management, found that it achieved a nearly 60% 
reduction in daily support costs over a three-year period. This demonstrates the scale of the 
efficiency gains possible by moving away from traditional, hands-on endpoint management — a 
core benefit of a centralised DaaS model.   

Table 1: Indicative TCO Comparison for a 1,000-Seat University Lab. Figures are illustrative, 
based on models. Actual savings vary based on specific institutional costs and DaaS pricing.   

1.3 The Digital-Native Student   

A global survey by McKinsey of over 7,000 students in 17 countries found that students' top 
three desired virtual learning features are the ability to watch recorded classes later, easy 



access to online study materials, and the flexibility to balance work and study.¹ This aligns with 
broader trends in higher education, where almost 65% of students said they want aspects of 
their learning experience to remain virtual, appreciating the flexibility and convenience What 
higher education students want from online learning | McKinsey. However, the ability to 
participate in this flexible digital environment is not universal. The 'digital divide' remains a 
significant barrier to educational equity and student success.   

A 2020 survey by the OfS revealed the stark reality of digital poverty: 52% of students reported 
that their learning was impacted by a slow or unreliable internet connection, whilst 18% were 
affected by a lack of access to a suitable computer, laptop, or tablet ‘Digital poverty’ risks leaving 
students behind - Office for Students This issue is deeply intertwined with socioeconomic 
factors. Research highlights that students from low-income households are more likely to rely on 
mobile devices and public Wi-Fi to complete their studies, which are often unsuitable for 
complex academic work and can incur high mobile data costs. This creates a profound 
educational disadvantage compared to peers who have access to high-performance personal 
laptops and reliable home broadband.   

The problem is exacerbated in courses requiring specialised, resource-intensive software for 
fields like engineering, architecture, or data analytics. A student's ability to succeed in their 
chosen field should not be predetermined by the specification of the device they can afford.   

This reality transforms the provision of IT from a simple service into a core component of the 
university's mission to deliver equitable educational outcomes. A technology strategy that 
guarantees every student access to the high-performance computing resources needed for their 
course, is no longer a "nice-to-have" but a strategic necessity for student retention, success, and 
overall satisfaction.   

1.4 The Escalating Threat Landscape   

The UK higher education sector is a prime and disproportionately targeted victim of 
cyber-attacks, elevating cybersecurity from an IT issue to a critical institutional risk. The UK 
Government's 2025 Cyber Security Breaches Survey¹ delivers a sobering assessment: an 
astonishing 91% of higher education institutions identified a breach or attack in the preceding 12 
months Cyber security breaches survey 2025: education institutions findings - GOV.UK The 
threat is not only prevalent but persistent. Nearly one-third (30%) of HE institutions that identified 
an attack experienced them on a weekly basis, creating a state of constant siege for IT security 
teams. The primary attack vectors are those that exploit the human element and the endpoint 
device. Phishing attacks affected 97% of HEIs, whilst 68% were targeted by impersonation 
attacks—both methods aimed at stealing user credentials to gain a foothold within the network.   

https://www.mckinsey.com/industries/public-sector/our-insights/what-do-higher-education-students-want-from-online-learning
https://www.mckinsey.com/industries/public-sector/our-insights/what-do-higher-education-students-want-from-online-learning
https://www.officeforstudents.org.uk/news-blog-and-events/press-and-media/digital-poverty-risks-leaving-students-behind/
https://www.officeforstudents.org.uk/news-blog-and-events/press-and-media/digital-poverty-risks-leaving-students-behind/
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2025/cyber-security-breaches-survey-2025-education-institutions-findings


  

Chart 2: Prevalence of Cyber-Attacks in UK Higher Education vs. Businesses Overall. Source: 
UK Government, Cyber Security Breaches Survey 2025.   

This threat is amplified by the widespread use of unmanaged personal devices. The   
Bring-Your-Own-Device (BYOD) model, whilst popular, creates a vast and uncontrollable attack 
surface. Jisc, the UK's digital body for education, explicitly warns that student-owned devices 
may arrive on campus already infected with "info stealer" malware. This type of Trojan is 
designed specifically to harvest login credentials and transmit them to malicious actors, who can 
then use them to gain unlawful access to sensitive university networks and data.   

The National Cyber Security Centre (NCSC) further details the inherent risks of BYOD, which 
include the malicious exfiltration of data by rogue applications on a user's device, a lack of 
monitoring to detect when a device has been compromised, and the high probability of an 
infected device connecting to internal networks and spreading malware laterally. The traditional 
security model, which attempts to secure thousands of disparate, unmanaged, and potentially 
compromised personal devices, is fundamentally broken. A new approach is required—one that 



assumes the endpoint is untrusted and builds a secure perimeter around the data and 
applications, not the device.   

Part 2: DaaS as a Strategic Enabler   
Confronted with the challenges of a constrained financial environment, evolving student needs, 
and a hostile security landscape, university IT leaders must look beyond incremental 
improvements. Desktop-as-a-Service is not simply a more efficient way to manage desktops; it 
is a strategic platform that directly enables core university missions. By shifting the paradigm 
from device-centric to user-centric computing, DaaS provides the agility, security, and equity 
required to build the university of the future.   

2.1 Transforming the Academic Mission   

The most compelling evidence for the strategic value of virtual desktops comes from institutions 
within the HE sector that have successfully leveraged the technology to solve critical academic 
challenges. These case studies demonstrate a proven track record of enhancing the student 
experience and enabling complex research.   

To directly combat digital poverty and ensure educational continuity during the pandemic, Aston   
University made a strategic investment of approximately £2 million in a Virtual Desktop   
Infrastructure (VDI). This initiative was specifically designed to allow students to connect to a full 
university computer environment from any personal device, including low-spec tablets and 
mobile phones. The solution's low bandwidth requirements were critical in bridging the digital 
divide for students with poor home broadband, ultimately enabling over 1,200 users to continue 
their studies without interruption.   

The University of Nottingham provides a comprehensive Virtual Desktop service that exemplifies 
how the technology can deliver equitable access to specialised, high-performance software. The 
university offers tailored virtual desktop environments for different faculties, such as an 
"Engineering Desktop" and a "Computer Science Desktop," pre-loaded with the specific 
software required for those courses. This ensures that every student and staff member has 
access to the powerful tools they need for their curriculum, regardless of their physical location 
or the capabilities of their personal device. This approach effectively democratises access to the 
university's most valuable digital learning resources.   

The benefits extend beyond teaching and learning into the realm of high-level research. The 
University of Oslo, as a key partner in the European Union's Horizon 2020 EXCITE project, 
developed and deployed a VDI to empower a distributed network of international researchers. 
The VDI provides the specialised software and significant computational power required to 
analyse complex datasets from X-ray tomography and electron microscopy. This centralised 
platform fosters seamless international collaboration, allowing scientists across Europe to 
access and work with critical research tools and data from their local institutions.   



This real-world value is validated by leading industry analysts. Gartner forecasts that by 2027, 
virtual desktops will be a financially viable option for 95% of the workforce, a dramatic increase 
from just 40% in 2019, marking its transition to a mainstream enterprise technology.   
Furthermore, Forrester's Total Economic Impact (TEI) methodology, a framework for evaluating 
technology investments, highlights how virtualised solutions directly improve educational 
outcomes. By eliminating device boot-up delays and disruptive update cycles, virtual desktops 
increase student and teacher "time-on-task," allowing more time to be dedicated to learning and 
instruction.   

2.2 Leading on Sustainability   

Universities are under increasing pressure to demonstrate a genuine commitment to 
sustainability and to report on their Environmental, Social, and Governance (ESG) goals. A 
DaaS strategy provides the IT department with a powerful and quantifiable way to lead in this 
institutional priority.   

The most immediate environmental benefit comes from a dramatic reduction in energy 
consumption. A DaaS model enables the replacement of power-hungry traditional desktop PCs 
with highly efficient thin or zero clients. A typical desktop PC consumes approximately 150 watts 
of power, whereas a thin client requires only 8-20 watts. This shift can reduce endpoint energy 
consumption by as much as 97%. For a university with thousands of devices, this translates into 
a significant reduction in both the institution's carbon footprint and its annual electricity 
expenditure, freeing up operational funds that can be reinvested in other strategic initiatives.   

Beyond energy efficiency, DaaS fundamentally supports the principles of a circular economy 
and helps to combat the growing problem of e-waste. The traditional IT procurement model is 
based on a 3–5-year refresh cycle, after which thousands of PCs are disposed of. The DaaS 
model transfers the responsibility for the device lifecycle to the service provider, whose business 
model is incentivised to extend the life of hardware through refurbishment, redeployment, and 
ultimately, responsible recycling. Given that 75-85% of a laptop's lifetime carbon emissions are 
generated during its manufacturing, extending device lifecycles has a profound positive 
environmental impact.   

By adopting DaaS, the IT department can move beyond abstract commitments to sustainability 
and deliver concrete, reportable metrics. The quantifiable reductions in energy consumption 
(kWh) and e-waste (tonnes) provide tangible evidence of progress towards the university's ESG 
and corporate social responsibility (CSR) goals. This positions the CIO not only as a technology 
leader, but also a key contributor to the institution's broader social and environmental 
responsibilities, aligning IT operations with the values of the entire university community.   

2.3 Market Validation   

For any significant technology investment, IT leaders must have confidence that they are 
choosing a mature, stable, and future-proof platform. The global market data for DaaS provides 



this assurance, demonstrating robust growth and a clear trajectory towards becoming the 
standard for end-user computing.   

Multiple independent market research firms project strong, sustained growth for the DaaS 
market, with Compound Annual Growth Rate (CAGR) forecasts consistently in the high double 
digits. Projections for the period leading into the next decade range from 18.3% to 22.1%. This 
vigorous growth is a clear indicator of widespread adoption and market confidence.   

Crucially, this trend is highly relevant to the UK HE sector. Europe is identified as the 
second-largest global market for DaaS, and the education sector is consistently named as a key 
vertical driving this demand. The broader Education Technology (EdTech) market in Europe, of 
which DaaS is a component, is also forecast to expand significantly, with various analysts 
projecting a CAGR of between 13% and 15.5%. This confirms that the adoption of cloud-based 
technology services is a major, ongoing trend within European education.   

Table 3: DaaS and EdTech Market Growth Projections.   

This market momentum is affirmed by leading technology analyst Gartner, which states 
unequivocally that new deployments of desktop virtualisation are now "almost exclusively 
DaaS." The traditional on-premises VDI model is increasingly viewed as a legacy approach 
suitable only for a few specialised use cases. This industry consensus de-risks the investment 
decision for university leaders. Adopting DaaS is not a speculative venture into an emerging 
technology; it is an alignment with a proven, mature, and industry-supported technology path 
that is set to define the future of end-user computing.   

Part 3: Implementation and Policy Framework   
Translating the strategic vision for DaaS into a successful institutional reality requires a clear 
framework for building the business case and a modern approach to security policy. This section 
provides actionable guidance for IT leaders to model the financial benefits within their own 
context and to implement a robust policy framework that secures the modern, boundaryless 
campus.   



3.1 Building the Business Case   

A compelling business case must be grounded in the specific financial realities of the institution. 
IT leaders should use the TCO model presented in Part 1 as a framework, populating it with 
their own precise data on current hardware procurement costs, staff salaries and time 
allocations for endpoint support, and departmental energy rates.   

Beyond direct TCO savings, the business case should be enriched by modelling the broader 
Return on Investment (ROI), using a methodology like Forrester's Total Economic Impact (TEI) 
which considers benefits, costs, flexibility, and risk. Key quantifiable benefits to include in an ROI 
analysis are:   

●​ Improved IT Efficiency: Model the reduction in IT staff hours spent on routine endpoint 
management, patching, and break/fix support. A 15% improvement in IT efficiency is a 
conservative starting point cited in DaaS studies.   

●​ Enhanced Student and Staff Productivity: Quantify the value of recaptured time. By 
eliminating minutes lost each day to slow boot-ups and disruptive updates, DaaS directly 
contributes to more time for learning and research. A Forrester study on a similar 
cloud-based device model quantified this benefit as 18 hours per student and 42 hours 
per teacher annually.   

●​ Avoided Security Costs: Given the 91% likelihood of a UK university experiencing a 
cyber breach, the cost of not improving security is a critical part of the ROI calculation. 
The business case should model the potential financial and reputational costs of a data 
breach or ransomware attack—costs that are significantly mitigated by the enhanced 
security posture of a DaaS solution.   

●​ Increased Student Enrolment and Retention: Whilst more difficult to quantify directly, 
a clear link can be drawn between the improved digital equity and superior student 
experience offered by DaaS and the institution's student satisfaction scores (e.g., 
National Student Survey). These scores are known to influence student recruitment and 
retention, which have a direct impact on university revenue.   
 

3.3 Conclusion: Embracing the Future of Higher Education IT   

The UK higher education sector is at an inflection point. The converging pressures of financial 
austerity, heightened student expectations for digital flexibility, and a relentless barrage of cyber 
threats have rendered traditional IT operating models unsustainable. Incremental adjustments 
and marginal efficiencies are no longer sufficient to meet the scale of the challenge.   

Desktop-as-a-Service represents a strategic and necessary transformation. It is a singular 
solution that directly addresses the sector's most pressing issues. It provides a clear path to 
reducing the total cost of ownership, freeing up critical funds in a deficit-driven environment. It 
fundamentally enhances the institution's cybersecurity posture by implementing a zero-trust 
architecture that protects data in a world of unmanaged devices. It delivers the flexible, 
equitable, and high-performance digital campus that modern students and researchers demand, 



ensuring no student is left behind due to the digital divide. Finally, it offers a tangible and 
reportable contribution to the university's vital sustainability goals.   

For the UK university IT leader, championing the adoption of DaaS is more than a technology 
decision. It is a strategic act of leadership that positions the IT department as a core enabler of 
the institution's mission. It is an investment in a more resilient, competitive, and sustainable 
future for the university and its students.    
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